AFFIDAVIT OF BRIAN P, FREID
Before me, the undersigned authority. appeared who being first duly swomn, says:

1. My name is Brian Freid. | am over the age of eighteen (18) and in all respects am
competent 1o make this Affidavit.
2. | am personally familiar with the facts stated herein based upon my personal

knowledge and review.

3, | am providing this affidavit of my own free will. without any coercion or offer of
any compensation,

4, I am a citizen of Orange County. Florida.

5. I was the Information Systems Director of the Orange County Supervisor of

Elections (SOE) in Orlando, Florida from June 1. 2020, until my involuntary termination on
October 14, 2022,

6. In the regular performance of my job functions. | have personal knowledge of the
operation of and the circumstances surrounding the preparation, maintenance, and retrieval of
voter information that is used during the election process.

T, | became aware of have personal knowledge of security issues that arose beginning
in March of 2022, which consisted of, and my not be limited 1o:

a. The improper management, creation and handling of thumb drives that
contained unredacted voter information. These thumb drives are used to load the voter data
onto the electronic poll books for the election. The data consists of, but is not limited to,
the person’s name, address, date of birth, voter identification. county. registration data,
party, precinct, municipality, voting status. and vote by mail indicator. The unredacted

voter information includes all 4,100 protected voters in Orange County, Florida. which



includes politicians, judges, police, fire fighters and domestic abuse victims;

b. The existence of pirated software on an employee’s computer; and

e The improper and potentially illegal use of administrative privileges
allowing for the accessing of employee computers, emails and all SOE systems, networks,
data and voter signatures.

8. The foregoing security issues arose in March of 2022, which led to the internal
investigation for subsequent discovery of the aforementioned security concemns. Please see
attached Exhibit 1.

9, As a result of the investigation, it was reported in the West Orlando News that a
crisis management consultant was hired who participated in a November 8th canvassing board
meeting, acting as the Recording Secretary. Please see Exhibit 2 attached hereto,

10. A true and correct copy of an investigation of the creation of ePoll book thumb
drives is anached hereto as Exhibit 3,

1. Atrue and correct copy of the forensic audit conducted by Redbeard is not attached
but is in the possession of the SOE’s office.

12. 1 also have in my possession, but am in the process of retuming to the SOE, two
(2) separate thumb drives which were created by former SOE employee (Elections Ma.nager}-
- and current SOE employee (Technical Services Managﬂ}.- which contain:

a. Drive 1: a database to be used by the ePoll books. This database contains
all the unredacted voter data that was used for the 2020 presidential primary election. The
thumb drive is not encrypted, but the database is password protected. The database contains
the unredacted voter information including. but not limited 1o, name. address, date of birth,
voter identification. county, registration date, party, precinct, municipality, voting status,
and vote by mail indicator.

b. Drive 2: a database 1o be used by the ePoll books. This database contains

all the unredacted voter data that was used for the 2020 presidential general election. The
thumb drive is not encrypted. but the database is password protected. The database contains
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the unredacted voter information including. but not limited to, name. address, date of birth.

voler identification, county, registration date, party, precinct, municipality, voling status,

and vole by mail indicator

13. These thumb drives were retrieved in May of this vear in case they were needed
during the State’s investigation into the exfiltration of data. They were placed in a folder along
with my personal notes on the investigation and forgotien

14, On my last day of employment with the S0OE and when | was clearing items from
my desk, | ook the folder with my personal notes on the investigation but did not notice the thumb
drives.

13, The folder has been secured in a safety deposit box and was not thought about until
correspondence from the SOE’s attorney brought it 1o memory. As a result, | am in the process of
returning the thumb drives and receiving a receipt of their retum

FURTHER AFFIANT SAYETH NAUGHT

Under penalties of perjury, | declare that | have read the foregoing affidavit, consisting of
three (3) pages, and that the facts stated herein are true.

Briam P. Freid '
STATE OF FLORIDA
COUNTY OF ORANGE
The foregoing instrument was acknowledged before me this | 7th day of November, 2022 by

ICM'[ 5&_{_;_%@_§1 \ (name of person acknowledging), who is personally known 1o me

or who has produce type of identification) as identification.
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Elhry Public State of Flanida
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Exhibit 2

Supervisor of Elections Bill Cowles Hires
Media, Crisis Management Consultant

By Editar MNowember &, 2022

Orange County Supervisor of Clections Bill Cowles has hired a media,
communications and crisis management consultant at a non-refundable service
fea of 5150/ hoaur. nearly ten times the pay of many current |ocal election workers.

Cowles alfready signed a 55.000 check &5 a retainar,

Supervisor Cowlas is also currently under pressure from el vy I

and multiple f ints under review by tha state, along with
several other ongoing investigations. Mica got involved directly in the response
when the Democrat Supervisor of Elections was guestioned abaut Co

Wiork T | Ul B ar,



The contract with grasshopper media and consuftant 0’Anne Mica lists an effective
date of Monday, October 17, 2022. west Oriando News made the first public records
request to Supervisor Cowles' office related to the whistieblower claims on Friday,
October 14th, Cowles signed the contract himself on October 27th, and issued a
55,000 check fram the Supervisor of Elections office to Mica on October 28th. Mica
indicated she was aware of West Orlando News' récords réquests and madia
requests, and is working directly with Supervisor Cowles.
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“This Letter of Agreement, when signed, shall cover madia, communications and
crisis management work performed for OCS0E by D'Anne Mica/grasshopper media
as determined by the Supervisor of Elections,” the agreement states. The
agreement will continue through December 31. 2022. uniess terminated sooner by
providing a 15-day advance notice.

The longtime Democrat Supervisor of Elections Bill Cowles seems to be facing
pressure to spend so much taxpayer money on 3 private crisis management
consultant.

Here's 8 copy of Bill Cowles media and crisis management contract with DAnne
Mica, and the 55,000 check issued by the Supervisor of Elections:
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The agraement doas state grasshoppar media will "kesep an activity report with
corresponding work hours to track internally, which will be summarized in the
monthly involoas.” That should make those reports subject to Florida Sunshine laws
once complatad. "Tha manner in which the services are to be performed and the
spacific hours to be worked by grasshopper media shall be determined by
grasshoppar madia,” the agreament states,

U'PDATES: Election Integrity Crisis: Supervisor Bill Cowles

RELATED: Carruption Cowles? Supervisor of Elections’ Son Works for
Equipment Vendor
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives

Because of the events chronicled in the ‘investigation Table of Events’, concern was raised by the 15 director over
security and processes relating to the thumb drive creation and usage.

OCVotes is a poll book solution that was created in by the S0E office to be uted in the voting process. It interfaces
with FVYRS and contains the entire woter registration database. Similar to VR's EVIDY 5.

It was because of afore mentioned concern that the IS director began investigating the possibility of security Issues
relltlns o the mcltl-un and u-leufhﬂwmb drives.

The meeting only included these 2 team members because:
o The Manager of Technical Services and the person in question are good friends and | didn’t want to
elude to the fact that an investigation was taking place or the reason why,
@ The purpose of the meeting was down played as more of a conversation regarding what can be done to
improve the security of the tablets and thumb drive builds. A request was made 1o provide historical
infarmation of how the pm:lu:l matured and how we ended up in our current state.

o 'l'h-e mtern urn:rnted lppmﬂmmly liwmm :p uﬂqwmdr :,mh

o The original system was developed byl The HDOP s would be grven a laptop the night before the election
and would pull updates from our network. There was a report 1o indicate that an update had been successiul,
but no reports or security showing if the data had been off loaded. During this time they had also begun
creating backup systems & thumb drives.

B aq stated that .'l'l'-li able 1o create a plot of the primany/secondary architecture approach and that It was
working: le-didn'l trust the technology and refied on the thumb drive approach. This was
approximately 12 years ago.

o Approximately 8 years ago [llmove away from laptops and moved to tablets (G1, G2, and Microsoft Pro)

and began using MIFI's 10 connect to the SOE network.

o There was some discustion humn-uu -rt;udh‘ the use of a primary/secondary architecture, but it

was decided not to move in that direction, but instead use thumb drives. Revisit of the work mentioned above,

o Prior to the start of early voting, a build of the database is performed by [t the time and afterward the

programming team; which i then placed on a fike share for the tech services team to download onto the tablets.

o A database extract is done of all voter registration data and that information is used to populate the ePoll Books,

That process is performed in the warehouse where tech services lead i. had little oversight and little to none
security checks and balances.

o Once Early Voting had completed a new build is done where we identify those voters who have voted early or by

VEBM, Amwlui:ﬂmiuimmmuﬂﬂmmmm Mﬂmﬂ

(=]

o On I:h! Monday heiuftﬂu election the HDDI"s mﬂmﬂmrﬂnﬂum ilbq -ﬂh F thumh drh-t containing
ALL updated voter registration reconds.
o Initial concerns raised during this meeting werne:
®  This data is password protected, but the password was kept in keypass (a tool for documenting login's
and passwords) and many people have had access to it over the years. The DB password also has not
been change in years and it is not encrypted.
®  The thumb drive is not password protected or encrypted.
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives

= The process of creating the thumb drives needs to be investigated more closely because it's unsure if
there is a count of the number of thumb drives created.

The Technical Services mi s [

reported Lo bust i !

Ower time the security process has improved where pouches were created to hold the thumb drives and are
now verifying the return of every thumb drive. But the security process is still lacking and NEVER clearly defined
by tech services,
in 2016 ntroduced a bug into the database right before the election and required that all the techs had
10 go out to all voting sites and revert the data base to its previous version. This required taking a thumb drive
containing the entire data base and update every ePoll tabiet. [JJvas adamant about the fact that onty
full time staff could take the thumb drives off premises.
The Technical Services manager also stated that thene hawe been times in the past where they needed the data
base for testing, 5o there ane adhoc thumb drves creatied and Ftthe to no tracking of the data.
Currently the create 247 thumb drives, one for each HDOP as well as 32 for field techs, but there may be
additional ones flioating around for testing

- o with 2 deveioper named [Jcreated the initial OCvotes and the processes associated with
burning thumb drives and loading media.

=  EEtated that he expressed concerns, but was reminded his role was to find .tn support the efoll

thum b drive anound 2012 and thi

k
‘3: the person who performed all of the builds herself till she left, then it was turned over to the
programeming tearm,
Mo checks and balances in place, but in 2020 moved 1o new thumb drives process to improve tracking
Hawve since begun tracking thumb drives that go out and ensuring they are returned
Mext step will be to begin placing bar codes on the thumb dives to allow for scanning drives out to individuals
and scanning them in.
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives

* On 5/24 a meeting was heid and a discussion took place between the IS director, the Director of Election
Administration and the Programming manager.

*  The following ar I in f Programming] of that meeting:
o  During the March municipal election (1" week of March 2022) a service technician ([ 25k=d -

5]
o
o

O

I (o 2 thumb drive containing the voting database for the ePoil books.

When returning from ll.JIII'JI._'n'-I‘! made ywrare of the request,

The technician mentioned that the programming team had abways provided the thumb drve previously,
_h!n called .nn his cell phone, but there was no anyeer. She then called him an his desk
phane and again no answer [JJJhas a work cell phone that is always with him and his desk phone forwards to
his work phone.

I e informed the 1S director of these events and was visibly upset by the incident,

The 15 director didn’t understand the scope of the security risk because he was misinformed how the process
worked. This misunderstanding was clarified later and is documented below.

The IS director misunderstood the situation and thought that [JJ2: ueset because ner team
NEVER created a thumb drive and that someone was lying to get her team to do extra work.

in this same meeting -tlll'rﬁtd that she was frustrated at the fact that the tech services team always
built the thumb drives and her team wat unawane that this was taking place

while the 15 director was infJJJJJJtoce Blvas seen running pas I otfice heading for the
warehouse,

Thie |15 diréctod went to the warehouke and ‘Fnurld-'rn -ul'l'i:t and wai diked to explain what happened
and to ensure they did thelr own work and not attémpting 1o pass work to the programming team,
According to the 15 D-rtnnr,.lnﬂ .“I't-td that the programming team had ahways created the database
build and that the thumb drives were created from that build, it was stated in such a way that gave the
appearances that [ sunderstood the request and took it the wrong way.

I 2camant about the fact that her or her team has NEVER created any thumb drives for the ePoll
books,

-Il!-n FECoERibEs the security risks in putting theé énting wolér negistration infarmation on the thumb
drrves and would never agres to it, or allow it

I 4 recall 8 situation where there was an issue with the database back in 2016 and [ Jac o
update all the ePoll tablets; but insisted that only fulltime stalf be allowed 1o use the thumb drives because
she didn’t trust temp workers or the thumb drive process.

OCVotes was first implemented in August of 2014,

This situation only came to light because [Jlaid not train his replacements (D -
how to create the thumb drives. [ nstroctllo train his replacements on all of his previous
job duties and the 5 director offered 1o buy pizza and have 3 working lunch{s) 1o allow for the training to take
place.

How the build process was initially described 1o the 5 director by tech services:

A build is done to create the ePoll books and a database with ALL voter information is placed on the secure
internal file server.

After early voting has completed and an incremental database is built containing voter information for those
people who voted. This information is placed on the thumb drive to update the HDOP ePoll tablets. This build
is done Sunday before the election.

* How the build process actually works according u;--
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives

A build is done to create the ePoll books and a database with ALL voter information is placed on the secure
imternal file server.

After earty voting has completed another build of the database is performed and this containg ALL voter
information and this information that's placed on the internal file server,

Monday moming the HDOP tablets are built by tech services. The data base is downloaded from the internal
file server to the tablet. Additionally supplemental data is downloaded from our file server to the HDOP tablet.
The thumb drive that is provided with the HDOP tablet contains the voter registration information.

The HDOP will insert the thumb drive into their tablet when they are at the polling location and the entire data
base is boaded onto the thumb drive.

The HDOP will then use that same thumb drive to update the other ePoll baoks at the polling station.

Once the thumb drives ane returned with the ePoll tablets, they are not erased and the full voter registration
database remaing on i,
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives

15 Directors Notes

On 5/23 there was 3 mesting i the tablet room to discuss transition of responsibilities for the build
server. Atlendess wene
Towards the end of the meeting

ard Brian Fred

asked about the ets and noted there were clear
pouches glued to each containing a thumb drive

- 'sc commented on the fact that some of the thumb drives appeared to be missing.

S

-l:l:ll'l'l'!'!E“F'1E“l: that the thumb drives were used to copy the databases onto the sPoll Books.
= about the size of the database files on the thumb drives and --;..55. able to quickly find
one that had a database on it

On 5/24 Brian Freid went into the tablet room and picked up 2 thumb drives at random and upon

plugging them into his computer noticed that one had the database for the august 2020 primary and the

ather had the database for the November 2020 presidential election
The thumb drmves are contained with notes and evidence. Screen prints of contents are as follows
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Exhibit 3
Investigation into the creation of ePoll Books thumb drives
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#  There are major security concerns raised during the investigation, which are:

1.

Could not find certification of OCvates from the state [ stated the 1ast day of her employment that she
lost & number of emails. This information was conveyed to the I5 Director towards the end uf_
employment at the SOE office.

There shouldn't be a need for using thumb drives, should implement primary/secondary architecture,

If we were to continue using thumb drives, the person in charge of creating these thumb drives should be the 15
director.

The database is password protected, but the password has been stored in a plece of software called keypass
which many members of the SOE staff have had access to it over the years,

There are no checks and balances to ensure the appropriate numbser of thumb drives have been created,
distributed and returned,

There's no security preventing someons from plugging that thumb drive into an unauthorized device and
copping thie data

There's been little control over how many thumb drives go out and how many come back,

B, The data base on the thumb drive contains all voter information relating to voting, including protected voters,

i

10,

11.

The data base on the thumb drive Is not encrypted.

The thumb drive itself is not encrypted.

We have no way of knowing of the full, unprotected, voter reglstration data base has been leaked outside of this
office.

Concluslon: There are a number of security risks that have been identified and too many unknown guestions that
warrant further investigation into this situation, The SOE office is not equipped to perform this investigation an their
daity and reguest assistance.
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